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Introduction 

Edenbridge Town Council collects and uses information about people with whom it communicates. 

This personal information must be dealt with properly and securely however it is collected, recorded 

and used – whether on paper, in a computer, or recorded on other material – and there are 

safeguards to ensure this in the Data Protection Act 1998. 

 

Edenbridge Town Council regards the lawful and correct treatment of personal information as very 

important to the successful and efficient performance of its functions, and to maintain confidence 

between those with whom it deals. To this end it fully endorses and adheres to the Principles of 

Data Protection, as set out in the Data Protection Act 1998. 

 

Purpose and Scope 

1. The purpose of this policy is to ensure that the Councillors, staff, and volunteers of 

 Edenbridge Town Council are clear about the purpose and principles of Data Protection and 

 to ensure that it has guidelines and procedures in place which are consistently followed. 

 Failure to adhere to the Data Protection Act 1998 is unlawful and could result in legal action 

 being taken against the Council its  Councillors, its staff or volunteers. 

 

Principles 

2. The Data Protection Act 1998 regulates the processing of information relating to living and 

 identifiable individuals (data subjects). This includes the obtaining, holding, using or 

 disclosing of such information, and covers computerised records as well as manual filing 

 systems and card indexes. 

 

3. Data users must comply with the data protection principles of good practice which underpin 

 the Act. To comply with the law, information must be collected and used fairly, stored safely 

 and not disclosed to any other person unlawfully. 

 

4. The Act is concerned with "personal data", that is information about living, identifiable 

 individuals. This need not be particularly sensitive information and can be as little as a name 
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 and address.  The Act gives individuals (data subjects) certain rights. It also requires those 

 who record and use personal information (data controllers) to be open about their use of that 

 information and to follow sound and proper practices (the Data Protection Principles).  

 

5. Data controllers are those who control the purpose for which and the manner in which 

 personal data is processed.  Data subjects are the individuals to whom the personal data 

 relate. The Information Commissioner is responsible for administering and enforcing the 

 Data Protection Act. 

 

6. The policy also sets out procedures for dealing with requests for information requested 

 under data protection.  

 

Procedures  

7.  The following eight data principles below shall applied in relation to data held. 

 

 7.1 Data must be obtained fairly and lawfully 

 Information should be 'fairly processed' i.e. when information is collected from individuals 

 you should be honest and open about why you want it. 

 

 7.2 Data must be held only for specific and lawful purposes and not processed in 

 any matter incompatible with those purposes 

 There must be a legitimate reason for processing the data. You should explain  who you (the 

 data controller) are - giving the name of Edenbridge Town Council;  what you intend to use 

 the information for and to whom you intend to give the personal data. This may be a specific 

 third party, or a may be a more general description such as "other Councils” etc  

 

 7.3 Data must be relevant, adequate and not excessive for those purposes 

 Data users should monitor the quantities of data held and ensure that they hold neither too 

 much nor too little. Hold only the data which you actually need. 

 

 7.4 Data must be accurate and where necessary kept up to date. 

 Personal data should be accurate. If it is not, it must be corrected. 

 

 7.5 Data must not kept for longer than necessary 

 Only in exceptional circumstances should data be kept indefinitely. In order to comply with 

 the principle, you should have a system for the removal of different categories of data from 
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 the system after certain periods, for instance, when the information is no longer required for 

 audit purposes. 

 

 7.6 Data should be processed in accordance with the rights of data subjects under 

 this Act 

 Individuals must be informed, upon request, of all the information held about them. They can 

 prevent the processing of data for direct marketing purposes and are entitled to 

 compensation if they have been caused damage by any contravention of the Act. 

 

 7.7 Security precautions in place to prevent the loss, destruction or unauthorised 

 disclosure of the data 

 ETC as Data controller should ensure that it provides adequate security for the data, taking 

 into account the nature of the data, and the harm to the data subject which could arise from 

 disclosure or loss of the data. A system of passwords should be in use to ensure that only 

 office staff who are authorised can gain access to personal data. Passwords should be 

 changed fairly frequently. Councils should have established, written procedures setting out 

 who is authorised to access which records and for what purpose. 

 

 7.8 Not to transfer data outside the European Economic Area unless you are  

  satisfied that the country in question can provide an adequate level of security 

  for that data 

 

8.  Data Protection Register Review 

 An annual check on the register of entries shall be carried out at the time of the 

 renewal of the entry in the Data Protection Register. 

 

9. Sensitive Data 

 For personal data falling into these categories the explicit consent of the individual 

 concerned will be needed.  It will be necessary to ensure that the security is adequate for the 

 protection of sensitive data. The Act defines eight categories of sensitive personal data. 

 They are: 

 

 a) the racial or ethnic origin of data subjects, 

 b) their political opinions, 

 c) their religious beliefs or other beliefs of a similar nature, 

 d) whether they are a member of a trade union, 

 e) their physical or mental health or condition, 
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 f) their sexual life, 

 g) the commission or alleged commission by them of any offence, or 

 h) any proceedings for any offence committed or alleged to have been committed by them, 

 the disposal of such proceedings or the sentence of any court in such proceedings. 

 

10. Dealing with written requests 

 Written requests for information must be dealt with promptly, and in any case within 40 days 

 from the date of receipt. If further information is needed, the 40 days will begin when it has 

 been received.  Fees may be charged in line with those agreed at the annual review of fees 

 and charges or when amended by legislation, the 40 days does not begin until this is 

 received. 

 

11. Individuals are entitled to a copy of the information held about them, both on computer and 

 as part of a relevant filing system. They also have the right to receive a description of why 

 their information is processed, anyone it may be disclosed to, and any information available 

 about the source of the data.  

 

12. Retention of Data  

 No documents will be stored for longer than is necessary. For guidelines on retention 

 periods see the Data Retention Schedule. Appendix A 

 

13. Disposal 

 All documents containing personal data will be disposed of securely in accordance with the 

 Data Protection principles. Decisions as to whether to retain or dispose of a record should 

 only be taken in accordance with the criteria in Appendix A. 

 

14. Compliance  

 Compliance with the Act is the responsibility of all Councillors and staff, paid or unpaid. 

 Edenbridge Town Council  will  regard any unlawful breach of any provision of the Act by 

 any Councillor or members of staff, paid or unpaid, as a serious matter which will result in 

 disciplinary action. Any employee who breaches this policy statement will be dealt with 

 under the disciplinary procedure which may result in dismissal for gross  misconduct. Any 

 such breach could also lead to criminal prosecution. 

 Any questions or concerns about the interpretation or operation of this policy statement 

 should in the first instance be referred to the Clerk. 

 

 15. Reviewing and Updating of this Policy 
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 This Policy will be revised and updated on a regular basis and in response to changes in 

 legislation.  

Appendix A 

Disposal 

When records are destroyed a record of the fact needs to be kept, in hard copy, stored in the Fire 

Safe, and in electric form in the Admin/Data Protection/Disposal Record containing the reference, a 

description, the date, method of destruction and the officer who authorised the disposal, usually the 

Clerk.  The record should be able to demonstrate that the disposal was in accordance with this 

Policy or a written record should be made justifying the reasons for departure from the Policy. Only 

exceptional circumstances should justify departure from the Policy. 

 

Disposal can take place in a number of ways (as appropriate to the sensitivity of the document) 

  

  

  

  

  

  

 

Once records are selected for disposal, the method of disposal should be appropriate to the 

confidentiality of the record, and the destruction should take place in a secure manner. Whenever 

possible methods of disposal should further the Council’s commitment to recycling and sustainable 

development. 

 

Particular care must be taken if outside contractors are dealing with the destruction of records, off 

the Council’s premises. The Council has a duty of care to protect records while they are awaiting 

collection. They should not be left unattended on a loading bay, for example. The contractor 

should supply a dated, signed, consignment note showing a consignment number, and the 

council should be able to link this number with specific records so that the Council can say 

with certainty that certain records were destroyed under a particular consignment number. 

 

Where a record which is due for destruction becomes the subject of a request for information then 

destruction should be delayed until the request has been satisfied or in the case of a refusal, until 

any complaint and appeal mechanisms have been exhausted. However, before a formal request for 

information has been received, routine amendments, or even disposal, can take place. 

 

Electronic Records 
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In relation to the management of the Council’s electronic records the principles of this Policy are of 

equal application. It is up to individual staff members to delete records at the appropriate time. 

 

Responsibility 

Responsibility for determining whether to retain or dispose of specific records rests with the Clerk 

and would normally be in line with the statutory retention periods below.  

 
Guidance as to length of time records should be held. 
Statutory retention periods 
Edenbridge Town Council uses the table below, provided by the Chartered Institute of Personnel 
and Development which summarises the main legislation regulating statutory retention periods as a 
guide to the length of time data should be retained. However, if in doubt, the Government’s 
Business Link website advises that it is a good idea to keep records for six years, to cover the time 
limit for bringing any civil legal action. 
 

Record Statutory retention 
period 

Statutory authority 

accident books, 
accident 
records/reports 

3 years after the 
date of the last entry 
(see below for 
accidents involving 
chemicals or 
asbestos) 

The Reporting of Injuries, Diseases and Dangerous 
Occurrences Regulations 1995 (RIDDOR) 
(SI 1995/3163) as amended. Special rules apply 
concerning incidents involving hazardous substances 
(see below). 

accounting 
records 

3 years for private 
companies, 6 years 
for public limited 
companies 

Section 221 of the Companies Act 1985 as modified 
by the Companies Acts 1989 and 2006 

income tax and NI 
returns, income 
tax records and 
correspondence 
with the Inland 
Revenue 

not less than 3 years 
after the end of the 
financial year to 
which they relate 

The Income Tax (Employments) Regulations 1993 
(SI 1993/744) as amended, for example by The 
Income Tax (Employments) (Amendment No. 6) 
Regulations 1996 (SI 1996/2631) 

medical records 
and details of 
biological tests 
under the Control 
of Lead at Work 
Regulations  

40 years from the 
date of the last entry 

The Control of Lead at Work Regulations 1998 
(SI 1998/543) as amended by the Control of Lead at 
Work Regulations 2002 (SI 2002/2676) 

medical records 
as specified by the 
Control of 
Substances 
Hazardous to 
Health 
Regulations 

40 years from the 
date of the last entry 

The Control of Substances Hazardous to Health 
Regulations 1999 and 2002 (COSHH) (SIs 1999/437 
and 2002/2677)  
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(COSHH) 

medical records 
under the Control 
of Asbestos at 
Work Regulations  

 medical 
records 
containing 
details of 
employees 
exposed to 
asbestos  

 medical 
examinatio
n 
certificates  

  

  

  40 years 
from the date 
of the last 
entry  

 4 years from 
the date of 
issue  

The Control of Asbestos at Work Regulations 2002 (SI 
2002/ 2675). Also see the Control of Asbestos 
Regulations 2006 (SI 2006/. 2739) 

medical records 
under the Ionising 
Radiations 
Regulations 1999 

until the person 
reaches 75 years of 
age, but in any event 
for at least 50 years 

The Ionising Radiations Regulations 1999 
(SI 1999/3232) 

records of tests 
and examinations 
of control systems 
and protective 
equipment under 
the Control of 
Substances 
Hazardous to 
Health 
Regulations 
(COSHH) 

5 years from the 
date on which the 
tests were carried 
out 

The Control of Substances Hazardous to Health 
Regulations 1999 and 2002 (COSHH) (SIs 1999/437 
and 2002/2677)  

records relating to 
children 

until the child 
reaches the age of 
21 

Limitation Act 1980 

Retirement 
Benefits Schemes 
– records of 
notifiable events, 
for example, 
relating to 
incapacity  

6 years from the end 
of the scheme year 
in which the event 
took place 

The Retirement Benefits Schemes (Information 
Powers) Regulations 1995 
(SI 1995/3103) 

Statutory 
Maternity Pay 
records, 
calculations, 
certificates (Mat 

3 years after the end 
of the tax year in 
which the maternity 
period ends 

The Statutory Maternity Pay (General) Regulations 
1986 (SI 1986/1960) as amended 
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B1s) or other 
medical evidence 

Statutory Sick Pay 
records, 
calculations, 
certificates, self-
certificates 

3 years after the end 
of the tax year to 
which they relate 

The Statutory Sick Pay (General) Regulations 1982 
(SI 1982/894) as amended 

wage/salary 
records (also 
overtime, 
bonuses, 
expenses) 

6 years Taxes Management Act 1970 

national minimum 
wage records 

3 years after the end 
of the pay reference 
period following the 
one that the records 
cover 

National Minimum Wage Act 1998 

records relating to 
working time 

2 years from date on 
which they were 
made 

The Working Time Regulations 1998 (SI 1998/1833) 

Recommended retention periods (where no statutory retention periods exist) 
 
For many types of personnel records, there is no definitive retention period: it is up to the employer 
to decide how long to keep these records and it’s a question of judgement rather than there being 
any definitive right and wrong. An employer needs to consider what would be a necessary retention 
period, depending on the type of record. The advice in this factsheet is based on the time limits for 
potential tribunal or civil claims and aims to draw sensible conclusions as to how long keeping the 
records will protect an employer.  
 
Where the recommended retention period given is 6 years, this is based on the 6-year time limit 
within which legal proceedings must be commenced as laid down under the Limitation Act 1980. 
Thus, where documents may be relevant to a contractual claim, it is recommended that these be 
retained for at least the corresponding 6-year limitation period.  

Record Recommended retention period 

actuarial valuation reports permanently 

application forms and interview notes (for 
unsuccessful candidates) 

6 months to a year. (Because of the time limits in 
the various discrimination Acts, for example the 
Disability Discrimination Act 1995, minimum 
retention periods for records relating to advertising 
of vacancies and job applications should be at 
least 6 months. A year may be more advisable as 
the time limits for bringing claims can be extended. 
Successful job applicants documents will be 
transferred to the personnel file in any event.  
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assessments under Health and Safety 
Regulations and records of consultations 
with safety representatives and committees 

permanently 

Inland Revenue approvals permanently 

money purchase details 6 years after transfer or value taken 

parental leave 5 years from birth/adoption of the child or 18 years 
if the child receives a disability allowance 

pension scheme investment policies 12 years from the ending of any benefit payable 
under the policy 

pensioners' records 12 years after benefit ceases 

personnel files and training records 
(including disciplinary records and working 
time records) 

6 years after employment ceases 

redundancy details, calculations of 
payments, refunds, notification to the 
Secretary of State 

6 years from the date of redundancy 

senior executives' records (that is, those on 
a senior management team or their 
equivalents) 

permanently for historical purposes 

time cards 2 years after audit 

trade union agreements 10 years after ceasing to be effective 

trust deeds and rules permanently 

trustees' minute books permanently 

works council minutes permanently 

 

 


