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It is useful to read this Strategy in conjunction with: 

▪ Digital Security, IT and Cyber Security Policy 

▪ Social Media and Electronic Engagement Policy 
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Introduction 

Edenbridge Town Council is committed to ensuring digital solutions and systems are used 

effectively to provide digital solutions for efficiencies, to improve accessibility to services and 

information. 

This strategy provides an overview of how digital and IT will support the delivery of the 
council's strategic objectives. 

Many people rely on the internet for everyday interactions and transactions. The expectations 
on digital communications and solutions is expected more and more. The Council needs to 
ensure access to services and information is available, providing digital solutions that can be 
used by employees and external customers/residents and they can have confidence in its 
reliant on a robust digital infrastructure.  

Council business and communications has shifted to online communications corresponding with 
residents and local businesses, creating and reviewing reports and papers for council meetings. 
Protocols and guidance are in place around data handling and sharing, particularly for the sensitive 
or confidential. 

This strategy is a combined approach to make sure that the Council has digital capabilities 
considering culture, practices, processes and technologies, and cyber security. 

 

1. Aims 

To provide and redesign electronic services (social media platforms) suitable for the needs of 

the people using them. 

Designing and utilising systems to ensure safe, secure and useful ways of sharing information 
to build trust among our partners and citizens. 

Enhancing Council cover to a fully all encompassed IT Managed service to meet full cyber 
protection and compliance. 

The public to have confidence how the Council holds their information. 

Making sure digital services and content are accessible to all. 

To provide more effective and efficient customer engagement. 

 

2. General Principles  

 
The Town Council has moved from on-premises server and desktop computing systems to 
fully encompassing cloud-based with Microsoft 365, SharePoint and UK compliant cloud-
based storage. These are managed by the confirmed IT consultant. 

It also uses a VoIP (voice over internet Protocol) phone management system which includes 
mobile App facility for officers. 

Council uses recognised social media platforms, with website storage held with UK compliant 
cloud-based storage. 

Council is committed to ensuring robust and reliable IT systems with a range of measures to 
protect the systems and data from potential attacks.  
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3. Infrastructure  
 

The Council is committed to maintaining and replacing equipment ensuring it keeps up to date 
with the latest technology available. The current infrastructure (hardware, software and 
networks) offer high levels of security, availability and performance. 

Benefits of this includes: 

• Resilience – secure cloud-based storage and backups with confirmed IT consultant.   
• Security – cyber awareness and management. 
• Reliability – good response times in communications. Fail safe with fast recovery and 

restoration for systems. 
• The right kit for the way officers work. 
• Support – provided by supplier/confirmed IT consultant. 

 

4. Operational benefits and commitment 

This helps to ensure maintaining quality, confidentiality, integrity and availability of data and 
enable use of comprehensive and powerful data analysis and manipulation tools.  

• Choice of operating environments – the best solution for each requirement. 

• Optimisation – reducing costs over time. 

• Information access of assets and data. 

• Improved customer/resident engagement. 

• Analysis giving intelligence and enabling predictions, to aid decision making and policy 
shaping. 

• Data quality management. 

• Data security and protection. 

• Providing self-service access to information and services at a time and by a range of 
channels that are convenient for the customer.  

• Independent working. 

AI Integration: To explore responsible adoption of artificial intelligence (AI) tools that support 

operational efficiency, data analysis, communication, and public engagement — ensuring all 

use is compliant with data protection, security, and transparency principles. 

5. Actions 

The Council is committed to ongoing investment in technology and training to ensure the best 
efficiencies for the workforce, better use of council resources, inter-agency communications 
and for the public to provide wider access to information. And, to support new processes to 
reflect new ways of working and to ensure, economy, efficiency and effectiveness. 
 

1) Actively enhancing the digital skills and cyber awareness of council users (officers and 
councillors) to make optimal use of digital systems. 

2) IT support services managed by confirmed IT contractor to include: Sophos security 
and Microsoft 365 licenses, SharePoint and UK compliant cloud-based storage. 

3) Improve security services with a 'fully managed system' and include in additional cyber 

awareness training for all staff and councillors; phishing protection, checking latest MS 

security updates implemented accordingly for council.  

4) To aim to achieve Cyber Essentials accreditation (a Government-backed certification 

scheme) 
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5) Investigate councillors to have council device for councillor email activity and other 

council communications. 

 

6. Continuous improvement/Review 
 

Working with the confirmed IT consultant Council will take onboard recommendations to 
ensure safe and secure working of all digital systems, thus keeping  its digital and IT systems, 
support and processes under review. 
 
Reporting to Council annually or as needed.  
 
7. Responsible AI use and governance 

 
 
The Council is committed to the safe and ethical integration of AI systems to support service 
delivery. As part of this commitment, the Council will: 
 

1) Maintain a central register of all AI tools in use, detailing their purpose, providers, 
data usage, and access permissions. 

2) Carry out risk assessments, including Data Protection Impact Assessments (DPIAs), 
where AI systems process personal or sensitive data. 

3) Ensure AI is used in a transparent manner. Where outputs from AI influence Council 
services or policies, appropriate human overview will be maintained. 

4) Provide staff and councillors with training in AI awareness, including the ethical, legal 
and data protection considerations of AI usage. 

5) Work with the confirmed IT consultant to: 
   - Vet AI suppliers and system configurations for cybersecurity. 
   - Include AI systems in the Council’s cybersecurity audits and updates. 
   - Monitor AI usage to avoid bias, misuse, or non-compliance with privacy laws. 

6) Include AI tools in annual reviews of the Council’s digital, IT and cyber policies. 
 


