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Privacy Notices

Adopted by full Council on 09 March 2026

This document supports compliance with UK GDPR and the Data Protection Act 2018 and
may be amended to reflect operational practice. It forms part of the Council’s wider
information governance framework — see section 6.



1. General Privacy Notices

1.1 Introduction

Edenbridge Town Council ("the Council") is committed to protecting your personal data and
respecting your privacy. This Privacy Notice explains how the Council collects, uses, stores,
and shares personal data when carrying out its statutory and administrative functions.

The Privacy Notices are provided in accordance with the UK General Data Protection
Regulation (UK GDPR) and the Data Protection Act 2018. It explains how Edenbridge Town
Council processes personal data in practice when carrying out its functions and services.

They reflect the Council’s current operational practices and reviewed periodically
General Privacy Notice

This Notice applies to members of the public, service users, contractors, volunteers, and
others who interact with the Council, except where a more specific privacy notice applies.

1.2 Data Controller
The Council is the Data Controller for the personal data it processes.
Contact details:

o Data Controller: Edenbridge Town Council

o Email: townclerk@edenbridgetowncouncil.gov.uk

1.3 What is Personal Data?
Personal data means any information relating to an identified or identifiable living individual.
1.4 Personal Data We May Process
Depending on the nature of our interaction with you, the Council may process:
e« Names, titles, photographs
o Contact details (postal address, email address, telephone number)
e Records of correspondence and communications
e Financial information where required for payments, grants, or services

e Information provided in connection with Council meetings, consultations, or
representations

In limited circumstances and only where lawful and necessary, we may also process special
category data.

The Council may process personal data relating to children or young people, in limited
cases, for example in connection with grant funding or activities supported by the Council.
Such data is processed only where lawful and necessary and with appropriate safeguards in
place.

1.5 Purposes for Processing
The Council processes personal data to:

e Deliver public and community services
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o Carry out its statutory duties and powers
o Communicate with residents, service users, and stakeholders
e Maintain accounts, records, and audit trails
e Process payments, grants, and contracts
¢ Promote and support Council activities and events
e Prevent and detect fraud or misuse of public funds
1.6 Lawful Bases for Processing
The Council processes personal data under the following lawful bases:

e Public task: processing necessary for the performance of the Council’s statutory
functions

e Legal obligation: processing required to comply with the law
e Contract: where processing is necessary to enter into or perform a contract

o Consent: where required, and where freely given
Where the Council relies on your consent to process personal data, that consent will be:

e Freely given, specific, informed, and unambiguous; and
o Recorded and capable of being withdrawn at any time.

You may withdraw your consent at any time without detriment, where consent is the lawful
basis for processing.

1.7 Sharing Personal Data

The Council may share personal data with:
e Other public authorities and statutory bodies
e Contractors and service providers acting on the Council’s behalf
e Professional advisers

All recipients are required to process personal data securely and lawfully.

The Council uses carefully selected service providers (data processors) to process personal
data on its behalf. These processors act only on the Council’s instructions and are subject to
appropriate contractual and data protection obligations

1.8 Retention of Personal Data

Personal data is retained in accordance with the Council’s Retention Policy and statutory
requirements. Data is kept only for as long as necessary for the purpose for which it was
collected.

1.9 Your Rights
You have rights under UK GDPR including:

Under UK GDPR, you have the following rights in relation to your personal data:
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1. The right to be informed
You have the right to be informed about how the Council collects and uses your
personal data. This Privacy Notice is intended to provide that information.

2. The right of access
You have the right to request a copy of the personal data the Council holds about
you.

3. The right to rectification
You have the right to request that inaccurate or incomplete personal data is
corrected.

4. The right to erasure
You have the right, in certain circumstances, to request that your personal data is
deleted. This right does not apply where the Council is required to retain the data to
comply with a legal obligation or to establish or defend legal claims.

5. The right to restrict processing
You have the right to request that the processing of your personal data is restricted in
certain circumstances.

6. The right to data portability
Where applicable, you have the right to request that your personal data is transferred
to another data controller.

7. The right to object
You have the right to object to the processing of your personal data in certain
circumstances.

8. Rights relating to automated decision-making and profiling
You have the right not to be subject to a decision based solely on automated
processing, including profiling, where that decision has a legal or similarly significant
effect. The Council does not ordinarily use automated decision-making in its
activities.

You also have the right to lodge a complaint with the Information Commissioner’s Office
(ICO).

1.10 International Transfers
The Council does not routinely transfer personal data outside the United Kingdom.

Where it is necessary to transfer personal data outside the UK, the Council will ensure that
appropriate safeguards are in place to protect your personal data. These may include:

o transfers to countries that have been recognised as providing an adequate level of
data protection; or

o the use of approved contractual safeguards.
Any such transfers will be carried out in accordance with UK GDPR requirements.
1.11 Data Protection Governance

The Council is not required to appoint a statutory Data Protection Officer under the Data
Protection Act 2018.
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Responsibility for data protection compliance rests with the Council, and day-to-day
oversight is delegated to the Town Clerk as the Council’s Responsible Officer for data
protection matters.

1.12 Personal Data Breaches

The Council takes the security of personal data seriously and has procedures in place to
deal with any suspected personal data breach.

A personal data breach is a breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorised disclosure of, or access to, personal data.

Where a personal data breach occurs and is likely to result in a risk to individuals’ rights and
freedoms, the Council will report the breach to the Information Commissioner’s Office (ICO)
without undue delay and, where required, within 72 hours of becoming aware of it.

Where appropriate, affected individuals will also be informed.
1.13 Contact and Complaints

If you have questions about this Privacy Notice or wish to exercise your rights, please
contact the Council.

Requests should be made in writing using the contact details above.

2. Website and Digital Privacy Notice
2.1 Scope

This notice explains how personal data is processed when you visit the Council’'s website or
interact with its digital services.

2.2 Information Collected

The Council may collect:
e |P address and browser information
e Information submitted via online forms
e Email correspondence

2.3 Cookies and Analytics

The Council’'s website may use essential cookies and basic analytics to improve
performance and usability. Where non-essential cookies are used, appropriate consent
mechanisms will be applied.

2.4 Lawful Basis
Processing is carried out under public task or consent, as applicable.
2.5 External Links and Social Media

The Council is not responsible for the privacy practices of external websites or social media
platforms.

Page 5 of 7



3. Staff Privacy Notice

3.1 Scope

This notice applies to employees, workers, and volunteers of the Council.
3.2 Personal Data Processed

The Council may process the following categories of personal data in relation to employees,
workers, and volunteers, as necessary for employment purposes and in accordance with
applicable law, including:

¢ Employment and recruitment records, including CVs, application forms, and right to
work in the UK checks;

e Payroll, pension, and taxation information

o Contractual and employment-related details

o Performance, appraisal, and training records

o Absence records and health information, where necessary.

Where lawful and necessary, the Council may also process special category personal data,
which may include information relating to: trade union membership; disability or health
conditions; racial or ethnic origin; sexual orientation; criminal record checks; and driving
licence checks.

The categories of personal data listed above are not exhaustive and may vary depending on
the role, responsibilities, and circumstances of employment.

Such data is processed only where appropriate safeguards are in place and in accordance
with UK GDPR and the Data Protection Act 2018.

3.3 Purposes and Lawful Bases
Processing is necessary for employment, legal obligations, and public task.
3.4 Retention

Staff data is retained in line with employment law and the Council’s Retention Policy.

4. Councillor Privacy Notice

4.1 Scope

This notice applies to elected Members of Edenbridge Town Council.

4.2 Personal Data Processed

The Council may process:
o Contact details (postal address, email address, telephone number)
o Names, titles, date of birth, photographs
o Committee membership and attendance records

o Declarations of interest
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e Biographical information published for transparency
e Records of correspondence and communications
¢ Financial information where required for payments/expenses

In limited circumstances and only where lawful and necessary, we may also process special
category data.

4.3 Purposes and Lawful Bases

Processing is carried out to support democratic functions and statutory transparency
obligations.

4.4 Publication

Certain information is published to meet legal and transparency requirements.
4.5 Data Protection Roles

When acting in their official capacity as members of the Council, councillors process
personal data as part of the Council acting as Data Controller.

In some circumstances, councillors may process personal data independently of the Council,
for example when handling casework on behalf of individual residents or electors. In such
cases, councillors may act as data controllers in their own right and are responsible for
complying with applicable data protection requirements in respect of that data.

5. Review and Approval
These Privacy Notices will be reviewed periodically and updated as necessary.

Proposed review cycle: Annual or upon significant change.

6. Related Policies and Documents

These Privacy Notices form part of the Council’'s wider information governance framework
and should be read alongside the following policies and arrangements:

o Data Protection Policy

¢ Records Retention and Disposal Policy

e Freedom of Information Policy

o Digital, IT and Cyber Security Policies

The Council also has Data Processing Agreements in place with selected service providers
where personal data is processed on the Council’s behalf, in accordance with UK GDPR
requirements.

These Notices are reviewed periodically and updated where necessary to reflect changes in
legislation, guidance, or Council practices.
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